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RAMSEY
COUNTY

Contract ID: BA000060

Professional Services Agreement

This is an Agreement between Ramsey County, a political subdivision of the State of Minnesota, on
behalf of Finance, 121 7th Place East, Suite 4000, Saint Paul, MN 55101 ("County") and Emphasys
Computer Solutions, Inc, 1200 SW 145th Avenue, Suite 310, Pembroke Pines, FL 33027, doing
business as (DBA) Emphasys Software, registered as a Corporation in the State of Minnesota
("Contractor").

1. Term

1.1.

The original term of this Agreement shall be from August 17, 2022 through August 16, 2027
and may be renewed for up to two additional five year period(s).

The full term of this agreement (including renewals) is 15 year(s), 0 month(s) and 0 day(s).

1.11.

Contract renewals shall be made by way of a written Amendment to the original contract and
signed by authorized representatives.

2. Scope of Service

2.1.

The County agrees to purchase, and the Contractor agrees to furnish, services described as
follows:

Furnish all supervision, labor, materials and other resources necessary to provide the County
with investment management software. The requested software may serve as an additional
resource in investment analytics, providing reporting of current and future portfolio
opportunities which is provided in accordance with the County’s Request for Proposal
BA0000001806, dated July 14, 2021, and Contractor’s response dated August 17, 2021. Both
documents are incorporated herein by reference and made part of this agreement.

A.  Project Services

1. Project Management

The Contractor shall implement the System in phases, where necessary, using a traditional
project management approach. The Contractor shall provide project management services
throughout the entire Project consistent with project management best practices, to ensure that
the Project’s goal is met and that the deliverables are submitted and approved within the defined
budget and timeline.

2. Documentation

All documents including project plans, phase documentation, training materials and System
documentation delivered to the county shall be provided in Microsoft Office formats; native
formats where applicable and acceptable by the County. Copies may be printed by the County
for its own internal use.

3. Project Phases

Phase | — Planning: After execution of the resulting Agreement with the County, the Contractor
will organize and hold a Kick-Off Meeting, provide a high-level Project Schedule/Work Plan
with key tasks, dates, milestones, deliverable descriptions and Contractor and County staffing
requirements that are necessary to ensure a successful “go live” date.
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Deliverables: Kick-Off Meeting, Project Schedule/Work Plan within 15 days after execution of
Agreement

Phase Il — Design: Design documents should identify any development or configuration that is
needed to meet the requirements of the solicitation and proposal response.

Deliverables: Design documents that identify any development or configuration needed to the
System within 30 days after Phase |

Phase 111 — Development / Configuration: This Phase shall cover configuration, customization
(if required) and development of the System. During this Phase, the Contractor shall develop all
modifications from Phase Il — Design and create all documentation listed below.

Deliverables: A fully developed and configured System ready for testing, test plan, training
plan, implementation plan, operations and maintenance transition plan, and system functionality
documentation. All deliverables identified herein shall be delivered to the department prior to
System testing within 60 days after Phase I11.

Phase IV — System Testing and Acceptance: 1) Upon determination by the Contract that the
System has been successfully installed in a test environment and all environments perform in
accordance with the provisions of the resulting Agreement, including the System
documentation, the County shall commence a mutually agreed to System Testing and
Acceptance period (“Testing Period”). 2) The County will notify the Contractor of any defects
or deficiencies identified during the Testing Period and the Contractor will correct the defects
and deficiencies or present a plan acceptable to the County that addresses the deficiencies in a
time period agreed to by the parties. 3) Upon resolution of all defects and deficiencies identified
during the Testing Period, completion of training, and receipt of training and System materials
and documentation, the County will provide written System Acceptance to the Contractor.

Deliverables: User Acceptance Test (usually completed by the County) completely developed
and configured System installed in a Test Environment; Testing Defect Report with all defects
showing fixed, passed and accepted by the County; updates to System Functionality and
Training documentation; fully tested and accepted legacy system data.

Phase VI — Deployment: Upon receipt of County’s System Acceptance and upon completion of
training and all other pre-deployment services, the Contractor will fully deploy the System in a
production environment.

B. Warranty

1. Warranty to begin upon final deployment and System Acceptance assuring the System will
operate in accordance with the provisions of the resulting Agreement and System
documentation. Warranty services shall be consistent with the requirements descripted in
Section D. Support.

2. The Contractor warrants that all warranty services shall be performed by qualified personnel
with that degree of skill and judgement normally exercised by recognized professional firms
performing the same or substantially similar services and that the Contractor will devote
adequate resources to meet its obligations under the resulting agreement.

3. Contractor acknowledges that time is of the essence with respect to Contractor’s obligations
under the resulting agreement and must agree that prompt and timely performance of all
services and other Contractor obligations in accordance with the resulting agreement is strictly
required.
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4. During the term of the resulting Agreement, the Contractor warrants that all services will be
performed at a standard consistent with or better than the prevailing practices in the industry for
similar services, that all Deliverables will be free from defects or deficiencies, and that System
and Project Services will conform to all requirements of the Agreement. Nonconforming goods
or services will be replaced, corrected or re-performed at the Contractor’s expense. Any
services corrected or re-performed, or Deliverables corrected will be covered by this warranty.

5. The Contractor must warrant that its System will not infringe on any United States patent or
copyright or violate any third-party trace secret and will indemnify and defend Ramsey County
against any award of damage and costs made against the Contractor by a final judgement of a
court of competent jurisdiction.

C. Maintenance Services

1. The Contractor will provide all services, materials, equipment and personnel to maintain its
system components that are located off-site, including all software and hardware, in full
operating condition and keep it available for use in accordance with the provisions of the
resulting agreement.

2. Routine System maintenance shall be conducted at times agreed to in advance by parties and
shall include but not be limited to periodic inspections, tests and adjustments. Contractor shall
provide the County with a minimum of forty-eight (48) hour notice for non-service impacting
maintenance. Contractor shall provide a minimum seven (7) days’ notice for planned
maintenance which will impact the County’s availability to the System.

3. Software releases, updates and upgrades shall be provided on the general release of such
releases, updates and upgrades and installed by the Contractor as agreed to by the parties at no
additional charge. Contractor must warrant that no release, update or upgrade will have a
material adverse effect on the functionality or operability of the System.

D. Support

1. During the term of the resulting agreement, the Contractor will provide software support

1. During the term of the resulting agreement, the Contractor will provide software support
from 7:00 AM - 6:00 PM Central Time, Monday — Friday, excluding County holidays. Said
support shall include direct phone support, e-mail support or other channels as appropriate.

2. The system must be supported by a redundant backup site with seamless failover capabilities.

3. For critical issues, response to problems will be within fifteen minutes of initial contact and
resolution will be within two (2) hours of initial contact. Critical issues are issues that affect the
functionality or data of the System, do not have a workaround and prevention from conducting
daily business processes; non-critical bugs affect minor functionality or data and have an easy
workaround.

4. The Contractor must provide support staff contact information, hours of operation and after-
hours support procedures. Such information must be published and be kept current.

5. The Contractor will not change its software support and hardware maintenance policies to

adversely impact the County without providing the County with at least twelve (12) months
advance, written notice prior to the end of the contract term.
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E. Other Legal Requirements

The System will be capable of configuration in order for the County to comply with all federal
and state laws and regulations applicable to the data contained within the System. The
Contractor agrees to comply with all federal and state laws applicable to the data contained
within the System.

F. Amendments for Modules/Products/Services

The County reserves the right throughout the term of the resulting agreement to add, delete or
acquire other modules, products or services that the Contractor can supply that are similar to,
but not specifically called for in this solicitation. All changes, including SOWSs or Service
Orders, require a written amendment to the contract and work cannot begin until the
amendment is electronically approved by those who are authorized by the County and the
Contractor.

If a statement of work (SOW) is required, reference the County’s SOW template as shown in
Exhibit A.

Any contract amendments for additional modules/features will pertain only to those requested
and will not result in any further renegotiations of the existing contract terms and conditions.

G. Contractor’s Personnel

Contractor shall ensure that during the term of the Agreement, it has adequate staff of
competent personnel to perform the services and provide the Deliverables as set forth in the
Agreement. The County may, at any time, request in writing the withdrawal or replacement of
any assigned personnel and such request shall not be unreasonably refused by the Contractor.
The contractor shall not replace or withdraw any personnel assigned to the Agreement without
prior written consent of the County.

2.1.1. Information Security.
The Contractor and the System will comply with the County’s Hosting Security Exhibit
which is attached and incorporated into this Agreement as Exhibit B.

2.2.
The Contractor shall make every reasonable effort to provide services in a universally
accessible, multi-cultural and/or multi-lingual manner to persons of diverse populations.

2.3.
The Contractor agrees to furnish the County with additional programmatic and financial
information it reasonably requires for effective monitoring of services. Such information shall
be furnished within a reasonable period, set by the County, upon request.

3. Schedule

The Contractor shall provide services as and if requested by the County, it being understood that the
County might not purchase any services under this Agreement.

4. Cost

4.1.

The County shall pay the Contractor the following unit rates:
License and Service Fees:

Year 1

Implementation - Professional Services - $5,000
Includes, set-up, conversion of open investment positions and direct interface to Peoplesoft and
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training. Travel expenses for onsite training if necessary are not included and will be invoiced
as incurred. Reimbursement of expenses, if allowed and agreed to in advance by County, will
be made consistent with County policies. County will reimburse only the actual cost of out-of-
pocket expenses. If reimbursement for travel is permitted, all airfares will first be authorized by
County and will be reimbursed at the lowest cost fare available. Lodging, meals, ground
transportation and incidentals necessitated by the resulting contract will be reimbursed
according to the Internal Revenue Service ("IRS") Regular Per Diem Rate Method or actual
cost, whichever is less. Mileage will be reimbursed at the IRS rate in effect at the time of
travel.

SaaS Fee - $12,000, includes annual Maintenance and Support

Yearly SaaS Fees includes annual maintenance and support

Year 2 $12,000
Year 3 $12,000
Year 4 $12,000
Year 5 $12,000

5. County Roles and Responsibilities
The County shall
A. Provide a staff member who will serve as the contact for project management.
B. Access to subject matter experts will be provided as determined necessary by the department
contact.

6. Contracting for Equity

6.1.

6.2.

Commitment to Advancing Racial Equity

The county is committed to advancing racial equity for its residents. The commitment is
captured in the county's Advancing Racial Equity policy which states that "Racial equity is
achieved when race can no longer be used to predict life outcomes, and outcomes for all are
improved."

Consistent with the Advancing Racial Equity policy, contractors will take all reasonable
measures to advance racial equity during contract performance. Contractors will recognize and
acknowledge this requires deconstructing barriers and changing systems, structures, policies
and procedures. Contractors will be equitable, inclusive, transparent, respectful and impactful in
serving and engaging residents. Contractors will have meaningful and authentic engagement
with community and employees to strengthen the administration, development and
implementation of policies and procedures to advance racial equity and ensure that all residents
in need have awareness of and access to contracted services.

Please review Ramsey County's Advancing Racial Equity policy to learn more about Ramsey
County's commitment to racial equity.

Non-Discrimination (In accordance with Minn. Stat. § 181.59)
Contractors will comply with the provisions of Minn. Stat. § 181.59 which require:

"Every contract for or on behalf of the state of Minnesota, or any county, city, town, township,
school, school district, or any other district in the state, for materials, supplies, or construction
shall contain provisions by which the contractor agrees:

(1) that, in the hiring of common or skilled labor for the performance of any work under any

contract, or any subcontract, no contractor, material supplier, or vendor, shall, by reason of race,
creed, or color, discriminate against the person or persons who are citizens of the United States
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6.4.
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or resident aliens who are qualified and available to perform the work to which the employment
relates;

(2) that no contractor, material supplier, or vendor, shall, in any manner, discriminate against,
or intimidate, or prevent the employment of any person or persons identified in clause (1) of
this section, or on being hired, prevent, or conspire to prevent, the person or persons from the
performance of work under any contract on account of race, creed, or color;

(3) that a violation of this section is a misdemeanor; and
(4) that this contract may be canceled or terminated by the state, county, city, town, school
board, or any other person authorized to grant the contracts for employment, and all money due,

or to become due under the contract, may be forfeited for a second or any subsequent violation
of the terms or conditions of this contract."”

Equal Employment Opportunity and Civil Rights

6.3.1.

Contractors agree that no person shall, on the grounds of race, color, religion, age, sex, sexual
orientation, disability, marital status, public assistance status, criminal record (subject to the
exceptions contained in Minn. Stat. §8299C.67 to 299C.71 and Minn. Stat. §144.057), creed or
national origin, be excluded from full employment rights in, participation in, be denied the
benefits of, or be otherwise subjected to discrimination under any program, service, or activity
under the provisions of any and all applicable federal and state laws against discrimination,
including the Civil Rights Act of 1964. Contractors will furnish all information and reports
required by the county or by Executive Order No. 11246 as amended, and by the rules and
regulations and orders of the Secretary of Labor for purposes of investigation to ascertain
compliance with such rules, regulations and orders.

6.3.2.

Contractors shall comply with any applicable licensing requirements of the Minnesota
Department of Human Services in employment of personnel.

6.3.3.

Contractors shall agree that no qualified individual with a disability as defined by the
Americans with Disabilities Act, 42 U.S.C. §§12101-12213 or qualified handicapped person, as
defined by United States Department of Health and Human Services regulations, Title 45 Part
84.3 (j) and (k) which implements Section 504 of the Rehabilitation Act of 1973, 29 U.S.C.
8794, under Executive Order No. 11914 (41FR17871, April 28, 1976) shall be:

6.3.3.1.

Denied access to or opportunity to participate in or receive benefits from any service offered by
contractors under the terms and provisions of this agreement; nor

6.3.3.2.
Subject to discrimination in employment under any program or activity related to the services
provided by contractors.

6.3.3.3.

If it is discovered that a contractor is not in compliance with applicable regulations as
warranted, or if the contractor engages in any discriminatory practices, as described above, then
the county may cancel said agreement as provided by the cancellation clause of this agreement.

Diverse Workforce Inclusion Resources
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For information and assistance in increasing the participation of women and minorities,
contractors are encouraged to access the websites below:

1. http://www.ramseycounty.us/jobconnect

2. http://www.ramseycounty.us/constructionconnect

Job Connect and the Construction Connect provide a recruiting source for employers and
contractors to post job openings and source diverse candidates.

Ramsey County's Job Connect links job seekers, employers and workforce professionals
together through our website, networking events and community outreach. The network
includes over 10,000 subscribed job seekers ranging from entry-level to highly skilled and
experienced professionals across a broad spectrum of industries.

Employers participate in the network by posting open jobs, meeting with workforce
professionals and attending hiring events. Over 200 Twin Cities community agencies, all
working with job seekers, participate in the network.

Ramsey County's Construction Connect is an online and in-person network dedicated to the
construction industry. Construction Connect connects contractors and job seekers with
employment opportunities, community resources and skills training related to the construction
industry. Construction Connect is a tool for contractors to help meet diversity hiring goals.
Additional assistance is available through askworkforcesolutions@ramseycounty.us or by
calling 651-266-9890.

General Contract/Agreement Terms and Conditions
7.1. Payment

7.1.1.
No payment will be made until the invoice has been approved by the County.

7.1.2.

Payments shall be made when the materials/services have been received in accordance with the
provisions of the resulting contract.

7.2.  Application for Payments

7.2.1.
The Contractor shall submit an invoice once a month.

7.2.2.
Invoices for any goods or services not identified in this Agreement will be disallowed.

7.2.3.
Each application for payment shall contain the order/contract number, an itemized list of goods
or services furnished and dates of services provided, cost per item or service, and total invoice
amount.

7.2.4.
Payment shall be made within thirty-five (35) calendar days after the date of receipt of a
detailed invoice and verification of the charges. At no time will cumulative payments to the
Contractor exceed the percentage of project completion, as determined by the County.
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7.2.5.
Payment of interest and disputes regarding payment shall be governed by the provisions of
Minnesota Statutes §471.425.

7.2.6.
The Contractor shall pay any subcontractor within ten days of the Contractor's receipt of
payment from the County for undisputed services provided by the subcontractor. The
Contractor shall pay interest of 1 1/2 percent per month or any part of a month to the
subcontractor on any undisputed amount not paid on time to the subcontractor. The minimum
monthly interest penalty payment for an unpaid balance of $100.00 or more is $10.00. For an
unpaid balance of less than $100.00, the Contractor shall pay the actual penalty due to the
subcontractor. A subcontractor who prevails in a civil action to collect interest penalties from
the Contractor must be awarded its costs and disbursements, including attorney's fees, incurred
in bringing the action.

Independent Contractor
The Contractor is and shall remain an independent contractor throughout the term of this
Agreement and nothing herein is intended to create, or shall be construed as creating, the
relationship of partners or joint ventures between the parties or as constituting the Contractor as
an employee of the County.
Successors, Subcontracting and Assignment

7.4.1.
The Contractor binds itself, its partners, successors, assigns and legal representatives to the
County in respect to all covenants and obligations contained in this Agreement.

7.4.2.
The Contractor shall not assign or transfer any interest in this Agreement without prior written
approval of the County and subject to such conditions and provisions as the County may deem
necessary.

7.4.3.
The Contractor shall not enter into any subcontract for performance of any services under this
Agreement without the prior written approval of the County. The Contractor shall be
responsible for the performance of all subcontractors.
Compliance With Legal Requirements

7.5.1.
The Contractor shall comply with all applicable federal, state and local laws and the rules and
regulations of any regulatory body acting thereunder and all licenses, certifications and other
requirements necessary for the execution and completion of the contract.

7.5.2.

Unless otherwise provided in the agreement, the Contractor, at its own expense, shall secure
and pay for all permits, fees, charges, duties, licenses, certifications, inspections, and other
requirements and approvals necessary for the execution and completion of the contract,
including registration to do business in Minnesota with the Secretary of State's Office.
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7.6. Data Practices

1.1.

7.6.1.

All data collected, created, received, maintained or disseminated for any purpose in the course
of the Contractor's performance under this Agreement is subject to the provisions of the
Minnesota Government Data Practices Act, Minn. Stat. Ch. 13, any other applicable state
statutes, any state rules adopted to implement the Act and statutes, as well as federal statutes
and regulations on data privacy.

7.6.2.

The Contractor designates Joe DeMarco as its Responsible Designee, pursuant to the Minnesota
Government Data Practices Act, Minnesota Statutes Chapter 13.02 Subdivision 6, as the
individual responsible for any set of data collected to be maintained by Contractor in the
execution of this Agreement.

7.6.3.

The Contractor shall take all reasonable measures to secure the computers or any other storage
devices in which County data is contained or which are used to access County data in the course
of providing services under this Agreement. Access to County data shall be limited to those
persons with a need to know for the provision of services by the Contractor. Except where
client services or construction are provided, at the end of the Project all County data will be
purged from the Contractor's computers and storage devices used for the Project and the
Contractor shall give the County written verification that the data has been purged.

Security

7.7.1.

The Contractor will make commercially reasonable efforts to comply with all applicable
Ramsey County Information Services Security Policies ("Policies"), as published and updated
by Information Services Information Security. The Policies can be made available on request.

7.7.2.

Contractors shall report to Ramsey County any privacy or security incident regarding the
information of which it becomes aware. "Security Incident" means the attempted or successful
unauthorized access, use, disclosure, modification, or destruction of information or interference
with System operations in an information system. "Privacy incident" means violation of the
Minnesota Government Data Practices Act (MGDPA) and/or the HIPAA Privacy Rule (45
C.F.R. Part 164, Subpart E), including, but not limited to, improper and/or unauthorized use or
disclosure of protected information, and incidents in which the confidentiality of the
information maintained by it has been breached. This report must be in writing and sent to the
County not more than 7 days after learning of such non-permitted use or disclosure. Such a
report will at least: (1) Identify the nature of the non-permitted use or disclosure; (2) Identify
the data used or disclosed; (3) Identify who made the non-permitted use or disclosure and who
received the non -permitted or violating disclosure; (4) ldentify what corrective action was
taken or will be taken to prevent further non-permitted uses or disclosures; (5) ldentify what
was done or will be done to mitigate any deleterious effect of the non-permitted use or
disclosure; and (6) Provide such other information, including any written documentation, as the
County may reasonably request. The Contractor is responsible for notifying all affected
individuals whose sensitive data may have been compromised as a result of the Security or
Privacy incident.
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7.7.3.
Contractors must ensure that any agents (including contractors and subcontractors), analysts,
and others to whom it provides protected information, agree in writing to be bound by the same
restrictions and conditions that apply to it with respect to such information.

7.7.4.
The County retains the right to inspect and review the Contractor's operations for potential risks
to County operations or data. The review may include a review of the physical site, technical
vulnerabilities testing, and an inspection of documentation such as security test results, IT
audits, and disaster recovery plans.

1.7.5.
All County data and intellectual property stored in the Contractor’s system is the exclusive
property of the County.

7.8. Indemnification
The Contractor shall indemnify, hold harmless and defend the County, its officials, agents, and
employees against any and all liability, losses, costs, damages, expenses, claims or actions,
including reasonable attorney's fees, which the County, its officials, agents, or employees may
hereafter sustain, incur or be required to pay, arising out of or by reason of any negligent, grossly
negligent or intentional act or omission of the Contractor, or its subcontractors, and their officers,
agents or employees, in the execution, performance, or failure to adequately perform the
Contractor's obligations pursuant to this Agreement.

The indemnification obligations of this section do not apply in the event the claim or cause of
action is the result of the County’s sole negligence. This clause will not be construed to bar any
legal remedies the Contractor may have for the County’s failure to fulfill its obligation under this
Contract.

7.9. Contractor's Insurance

7.9.1.
The Contractor shall purchase and maintain such insurance as will protect the Contractor from
claims which may arise out of, or result from, the Contractor's operations under this Agreement,
whether such operations are by the Contractor or by any subcontractor, or by anyone directly
employed by them, or by anyone for whose acts or omissions anyone of them may be liable.

7.9.2.
Throughout the term of this Agreement, the Contractor shall secure the following coverages and
comply with all provisions noted. Certificates of Insurance shall be issued to the County
contracting department evidencing such coverage to the County throughout the term of this
Agreement.

7.9.3.
Commercial general liability of no less than $500,000 per claim, $1,500,000 per occurrence,
$2,000,000 general aggregate, $2,000,000 products/completed operations total limit,
$1,500,000 personal injury and advertising liability.

7.9.3.1.

All policies shall be written on an occurrence basis using 1SO form CG 00 01 or its equivalent.
Coverage shall include contractual liability and XCU. Contractor will be required to provide
proof of completed operations coverage for 3 years after substantial completion.
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7.9.3.2.
The Contractor is required to add Ramsey County, its officials, employees, volunteers and
agents as Additional Insured to the Contractor's Commercial General Liability, Auto Liability,
Pollution and Umbrella policies with respect to liabilities caused in whole or part by
Contractor's acts or omissions, or the acts or omissions of those acting on Contractor's behalf in
the performance of the ongoing operations, services and completed operations of the Contractor
under this Agreement. The coverage shall be primary and non-contributory.

7.9.4.
Professional liability of no less than $1,000,000 per claim and $3,000,000 aggregate limit.

7.9.4.1.
Certificate of Insurance must indicate if the policy is issued on a claims-made or occurrence
basis. If coverage is carried on a claims-made basis, then 1) the retroactive date shall be noted
on the Certificate and shall be prior to or the day of the inception of the contract; and 2)
evidence of coverage shall be provided for three years beyond expiration of the contract.

7.9.4.2.
Ramsey County, its officials, employees, and agents, shall be added to the policy as additional
insured; a separation of insureds endorsement shall be provided to the benefit of the County.

7.9.5.
Workers' Compensation as required by Minnesota Law. Employer’s liability with limits of
$500,000/$500,000/$500,000.

7.9.6.
An umbrella or excess liability policy over primary liability insurance coverages is an
acceptable method to provide the required commercial general liability and employer's liability
insurance amounts. If provided to meet coverage requirements, the umbrella or excess liability
policy must follow form of underlying coverages and be so noted on the required Certificate(s)
of Insurance.

7.9.7.
If the Contractor is driving on behalf of the County as part of the Contractor's services under the
Agreement, a minimum of $1,000,000 combined single limit auto liability, including hired,
owned, and non-owned.

7.9.8.
The Contractor waives all rights against Ramsey County, its officials, employees, volunteers or
agents for recovery of damages to the extent these damages are covered by the general liability,
worker's compensation, and employers liability, automobile liability and umbrella liability
insurance required of the Contractor under this Agreement.

7.9.9.
These are minimum insurance requirements. It is the sole responsibility of the Contractor to
determine the need for and to procure additional insurance which may be needed in connection
with this Agreement. Copies of policies shall be submitted to the County upon written request.

7.9.10.
Certificates shall specifically indicate if the policy is written with an admitted or non-admitted
carrier. Best's Rating for the insurer shall be noted on the Certificate, and shall not be less than
an A-.
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7.9.11.
The Contractor shall not commence work until it has obtained the required insurance and if
required by this Agreement, provided an acceptable Certificate of Insurance to the County.

7.9.12.
All Certificates of Insurance shall provide that the insurer give the County prior written notice
of cancellation or non-renewal of the policy as required by the policy provisions of Minn. Stat.
Ch. 60A, as applicable. Further, all Certificates of Insurance to evidence that insurer will
provide at least ten (10) days written notice to County for cancellation due to non-payment of
premium.

7.9.13.

Nothing in this Agreement shall constitute a waiver by the County of any statutory or common
law immunities, defenses, limits, or exceptions on liability.

7.9.14.
A Crime and Fidelity Bond is required if the Contractor is handling money for the County or
has fiduciary responsibilities. The required amount will be as set forth in the solicitation
document.

7.10. Audit
Until the expiration of six years after the furnishing of services pursuant to this Agreement, the
Contractor, upon request, shall make available to the County, the State Auditor, or the County's
ultimate funding source, a copy of the Agreement, and the books, documents, records, and
accounting procedures and practices of the Contractor relating to this Agreement.

7.11. Notices
All notices under this Agreement, and any amendments to this Agreement, shall be in writing and
shall be deemed given when delivered by certified mail, return receipt requested, postage prepaid,
when delivered via personal service or when received if sent by overnight courier. All notices
shall be directed to the Parties at the respective addresses set forth below. If the name and/or
address of the representatives changes, notice of such change shall be given to the other Party in
accordance with the provisions of this section.

County:
Alexandra Kotze, CFO, Finance, 121 7th Place East, Suite 4000, Saint Paul, MN 55101

Contractor:
Joe DeMarco, Emphasys Software, 1200 SW 145th Street, Suite 301, Pembroke Pines, FL 33027

7.12. Non-Conforming Services
The acceptance by the County of any non-conforming goods/services under the terms of this
Agreement or the foregoing by the County of any of the rights or remedies arising under the terms
of this Agreement shall not constitute a waiver of the County's right to conforming services or any
rights and/or remedies in respect to any subsequent breach or default of the terms of this
Agreement. The rights and remedies of the County provided or referred to under the terms of this
Agreement are cumulative and not mutually exclusive.

7.13. Setoff

Notwithstanding any provision of this Agreement to the contrary, the Contractor shall not be
relieved of liability to the County for damages sustained by the County by virtue of any breach of
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the contract by the Contractor. The County may withhold any payment to the Contractor for the
purpose of setoff until such time as the exact amount of damages due the County from the
Contractor is determined.

7.14. Conflict of Interest
The Contractor shall comply with all conflict of interest laws, ordinances, and regulations now in
effect or hereafter to be enacted during the term of this Agreement. The Contractor warrants that it
is not now aware of any facts that create a conflict of interest. If the Contractor hereafter becomes
aware of any facts that might reasonably be expected to create a conflict of interest, it shall
immediately make full written disclosure of such facts to the County. Full written disclosure shall
include, but is not limited to, identification of all persons implicated and a complete description of
all relevant circumstances. Failure to comply with the provisions of this subparagraph shall be
deemed a material breach of this Agreement.

7.15. Respectful Workplace and Violence Prevention
The Contractor shall make all reasonable efforts to ensure that the Contractor's employees,
officers, agents, and subcontractors do not engage in violence while performing under this
Agreement. Violence, as defined by the Ramsey County Respectful Workplace and Violence
Prevention Policy, is defined as words and actions that hurt or attempt to threaten or hurt people; it
is any action involving the use of physical force, harassment, intimidation, disrespect, or misuse of
power and authority, where the impact is to cause pain, fear or injury.

7.16. Force Majeure
Neither party shall be liable for any loss or damage incurred by the other party as a result of events
outside the control of the party ("Force Majeure Events") including, but not limited to: war,
storms, flooding, fires, strikes, legal acts of public authorities, or acts of government in time of
war or national emergency.

7.17. Unavailability of Funding - Termination
The purchase of goods and/or labor services or professional and client services from the
Contractor under this Agreement is subject to the availability and provision of funding from the
United States, the State of Minnesota, or other funding sources, and the appropriation of funds by
the Board of County Commissioners. The County may immediately terminate this Agreement if
the funding for the purchase is no longer available or is not appropriated by the Board of County
Commissioners. Upon receipt of the County's notice of termination of this Agreement the
Contractor shall take all actions necessary to discontinue further commitments of funds to this
Agreement. Termination shall be treated as termination without cause and will not result in any
penalty or expense to the County.

7.18. Termination

7.18.1.
The County may immediately terminate this Agreement if any proceeding or other action is
filed by or against the Contractor seeking reorganization, liquidation, dissolution, or insolvency
of the Contractor under any law relating to bankruptcy, insolvency or relief of debtors. The

Contractor shall notify the County upon the commencement of such proceedings or other
action.

7.18.2.
If either party violates any material terms or conditions of this Agreement the party may,
without prejudice to any right or remedy, give the other party, and its surety, if any, seven (7)
calendar days written notice of its intent to terminate this Agreement, specifying the asserted
breach. If either party fails to cure the deficiency within the seven (7) day cure period, this
Agreement shall terminate upon expiration of the cure period.
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7.18.3.

7.19.

Either party may terminate this Agreement without cause upon giving at least thirty (30)
calendar days written notice thereof to the other. In such event, the Contractor shall be entitled
to receive compensation for services provided in compliance with the provisions of this
Agreement, up to and including the effective date of termination.

Interpretation of Agreement; Venue

7.19.1.

The Agreement shall be interpreted and construed according to the laws of the State of
Minnesota. All litigation regarding this Agreement shall be venued in the appropriate State or
Federal District Court in Ramsey County, Minnesota.

7.19.2.

7.20.

7.21.

The provisions of this Agreement are severable. If any part of this Agreement is rendered void,
invalid or unenforceable, such rendering shall not affect the validity and enforceability of the
remainder of this Agreement.

Warranty

The Contractor warrants that it has the legal right to provide the goods and services identified in
this Agreement and further warrants that the goods and services provided shall be in
compliance with the provisions of this Agreement.

Infringement

7.21.1.

Complementary to other "hold harmless" provisions included in this Agreement, the Contractor
shall, without cost to the County, defend, indemnify, and hold the County, its officials, officers,
and employees harmless against any and all claims, suits, liability, losses, judgments, and other
expenses arising out of or related to any claim that the County's use or possession of the
software, licenses, materials, reports, documents, data, or documentation obtained under the
terms of this Agreement, violates or infringes upon any patents, copyrights, trademarks, trade
secrets, or other proprietary rights or information, provided that the Contractor is promptly
notified in writing of such claim. The Contractor will have the right to control the defense of
any such claim, lawsuit, or other proceeding. The County will in no instance settle any such
claim, lawsuit, or proceeding without the Contractor's prior written approval.

7.21.2.

7.22.

If, as a result of any claim of infringement of rights, the Contractor or County is enjoined from
using, marketing, or supporting any product or service provided under the agreement with the
County (or if the Contractor comes to believe such enjoinment imminent), the Contractor shall
either arrange for the County to continue using the software, licenses, materials, reports,
documents, data, or documentation at no additional cost to the County, or propose an
equivalent, subject to County approval. The acceptance of a proposed equivalent will be at the
County's sole discretion. If no alternative is found acceptable to the County acting in good faith,
the Contractor shall remove the software, licenses, materials, reports, documents, data, or
documentation and refund any fees and any other costs paid by the County in conjunction with
the use thereof.

Debarment and Suspension

Ramsey County has enacted Ordinance 2013-330 Ramsey County Debarment Ordinance that
prohibits the County from contracting with contractors who have been debarred or suspended
by the State of Minnesota and/or Ramsey County.
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7.23. Alteration
Any alteration, variation, modification, or waiver of the provisions of this Agreement shall be
valid only after it has been reduced to writing and signed by both parties.

7.24. Entire Agreement
The written Agreement, including all attachments, represent the entire and integrated agreement
between the parties hereto and supersede all prior negotiations, representations or contracts, either
written or oral. No subsequent agreement between the County and the Contractor to waive or alter
any of the provisions of this Agreement shall be valid unless made in the form of a written
Amendment to this Agreement signed by authorized representatives of the parties.

8. Special Contract Terms and Conditions

8.1. ORDANCE OF GOVERNANCE
Order of Governance regarding the Terms and Conditions of this Agreement between the
parties shall be as follows:
1) This Professional Services Agreement
2) Exhibit B — Hosting and/or Cloud Services and Security Standards (“Hosting Security
Exhibit”)
3) Emphasys Software (SaaS) Agreement, which is attached hereto and incorporated as
Attachment A.
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1.

Exhibit B — Hosting and/or Cloud Services Security Standards (“Hosting Security

Exhibit’)

Virtual Infrastructure/Cloud Services. In addition to the Contractor responsibilities listed
in the Agreement by and between the Parties, Contractor acknowledges and agrees to
assume the following additional responsibilities:

1.1.

1.2.

1.3.

1.4.

1.5.

1.6.

1.7.

Connectivity. Contractor will provide the connectivity as described in in the
Agreement.

Load Balancing. Contractor will load balance the County applications to meet the
needs of the County’s operations, as may be further described in the County’s system
architecture specifications, or as mutually agreed to by the Parties.

Security. Contractor will implement reasonable and appropriate systems and
procedures sufficient to ensure the security and confidentiality of the County Data, as
further specified herein. County Data is defined as the data described in the Data
Practices section of this Professional Services Agreement.

SOC 3. Contractor will provide the Services utilizing a SOC 3 compliant data center
located in the continental United States. Contractor will perform periodic audits (SOC 3
or other industry equivalent standard mutually agreed to by the Parties) of Contractor’s
security controls (i.e., physical and logical security, network configuration,
change/problem and vulnerability management and recovery services), and make
available to the County a copy of such SOC 3 report and, upon the County’s request,
written reports regarding such audits. In the event of any qualified statements in such
reports that materially impact the County, the County may immediately terminate the
Agreement for material breach without further period to cure.

Back-up Services. Contractor will perform the backup services at the following
intervals: Contractor will back-up the servers containing County Data one time each day
to a storage area network (SAN), and Contractor will keep each such daily back-up for
seven days; Contractor will back-up the servers containing County Data one time each
week to a back-up tape. Each week, the back-up tape will be encrypted and stored
offsite at a SOC 3 facility located in the continental United States. Contractor will retain
one back-up tape per week for seven years. In addition, Contractor will fulfill restoration
requests as directed by the County due to site failures. Restoration will be performed
within the interval of two to four hours depending on the urgency of the request; and the
agreed upon location of the desired back-up media; and if the location is expected to be
down for more than 24 hours, Contractor will immediately transfer appropriate back-up
data and re-establish all hosting operations in an appropriately functioning secondary
server or location.

Anti-Virus Software. Contractor will install and maintain industry standard anti-virus
and anti-spyware software for all physical and virtual servers used to provide the
Services.

Fix Errors. Contractor will use Contractor’s best efforts to promptly remedy any failure
of the Services.



2. Multi Factor Authentication. Contractor will utilize a secure, multi-factor method of remote
authentication and authorization to access the system(s).

3. Monitoring Services. Contractor will provide the following additional Services with respect
to system monitoring:

3.1.

3.2.

3.3.

3.4.

3.5.
3.6.

3.7.

Access. Contractor will provide access to Contractor’s client portal, monitoring and
alerting of the County’s servers, as well as the processes and services being executed
by such servers by Contractor’s Network Operations Center on a 24 x 7 x 365 basis In
addition, the County will be provided with access to Contractor's Network Operations
Center, which allows for 24x7x365 access to support requests, open ticket status,
reporting and a knowledge base of previous County issues and projects.

Monitoring and Detection. Contractor will provide monitoring and alerting by
Contractor’'s Network Operations Center on a 24 x 7 x 365 basis of Services.

Equipment Monitored. The County requests that the Services be provided to cover
the computer related items detailed on any network and infrastructure equipment
inventory list maintained by Contractor in any County provided disaster recovery
guidelines.

3.3.1 Additional Equipment. If the County has or purchases additional
equipment, the monthly fee for Services will automatically be increased at the
beginning of the following month to cover the additional equipment. Additional
equipment must be inspected and certified as “fit for purpose” by Contractor before
it is covered under this Hosting Security Exhibit.

3.3.2 Equipment Retirement. If the County retires equipment that is not replaced
in kind, the monthly fee for Services will automatically be decreased at the
beginning of the next month to account for the decrease in the need for support.
The County must notify Contractor of the equipment retirement date via e-mail.

3.3.3. County To Provide Access. The County will provide full and complete
access, including admin usernames and password, to all equipment covered under
this Hosting Security Exhibit.

Notification. Contractor will notify the County of disruption in any Services for which
Contractor is providing monitoring. To the extent not specified, Contractor will provide
the County with weekly reports of Contractor’s monitoring results.

Fix Issues. Contractor will promptly apply a fix to any disruption in the Services.

Communication with Network Operations Center. The County may communicate
with the Network Operations Center via telephone, email, or client portal ticket 24 hours
a day, seven days a week and 365 days a year.

Initiation of Client Portal Tickets. Unless stated otherwise, client portal tickets are
initiated or escalated within 15 minutes of receipt..

4. Operating System Patch Services. Contractor will provide the following Services with
respect to operating system Patches:



4.1. Patch Monitoring Services. Contractor will monitor recommendations from software
vendors relating Patches (defined below) to software used in one or more Services.

4.2. Installation Services. Contractor will install Patches at a time appropriate to their risk
level, which may include considering the following factors: any possible disruption to
the Services, and the urgency of the need to install the Patch.

4.3. Notification. Contractor will notify the County of Patch management installations in
accordance with the notification requirements agreed upon by the County and
Contractor in any Patch Management and Monitoring. To the extent not specified,
Contractor will provide the County with weekly reports of Contractor's Patch
recommendations and/or installations.

4.4. Definition of Patch. For the purposes of this Hosting Security Exhibit, the term “Patch”
means platform and applications software security and anti-virus updates and other
software fixes and updates issued by and recommended for installation by software
vendors for Software used in one or more Services.

Security Standards. Contractor shall comply with all security measures and policies as
outlined in the Agreement as well as Contractor’s data privacy, security policies, client guide
and/or Information Security Policy, and security procedures that apply to county data, which
have been provided to the County and are herewith included herein by reference. The
Contractor shall not modify data privacy and security policies absent the County’s express
consent. In the event Contractor materially degrades the information security standard
during any such modification, such degradation shall constitute a material breach by
Contractor under the Agreement Contractor will comply with applicable U.S. laws and
regulations concerning information security, the US-EU Privacy Shield Framework as
established by the United States Department of Commerce and conduct SSAE 16 audits (or
SOC 2) at least annually, or in the event it is superseded, the resultant SSAE 16 equivalent.

Security Program. Contractor agrees and represents that it currently maintains information
protection practices and procedures (“Security Program”) that complies with industry best
practice and applicable privacy laws. Contractor’'s Security Program includes, at a minimum:

6.1. Appropriate administrative, technical, and physical safeguards and other security
measures designed to ensure the security and confidentiality of County Data;

6.2. A security design intended to prevent any compromise of Contractor's own
information systems, computer networks or data files by unauthorized users,
viruses, or malicious computer programs which could in turn be propagated to
County;

6.3. Appropriate internal practices including, but not limited to, encryption of data in transit
and at rest; using appropriate firewall and antivirus software; maintaining these
countermeasures, operation systems and other applications with up-to-date virus
definitions and security patches so as to avoid any adverse impact to County’s
systems or information; appropriate logging and alerts to monitor access controls
and assure data integrity and confidentiality; installing and operating security
mechanisms in the manner intended sufficient to ensure County government
operations must not be disrupted; permitting only authorized users access to



systems and applications; and preventing unauthorized access to County systems
via the Contractor’s networks and access codes; and

6.4. All persons with authorized access to County Data must have a documented genuine
need-to-know prior to access;

6.5. Contractor warrants that the services and deliverables will not contain, and
Contractor, its employees or Contractor's Agents will not introduce through data
transmission or any other means, any virus, ransomware, malware, spyware, bomb,
worm, trap door, back door, Trojan horse, malicious logic, drop dead device,
software lock, disabling code or any other contaminant, program routine or disabling
device, including without limitation, any key, timer, clock, counter, local shared
object/flash cookies or other self-enacting device or limiting routines, codes,
commands, or instructions or other feature that may have the effect or that could be
used to access, track activity on, alter, delete, damage, deactivate, interfere with,
disable or otherwise harm any service or deliverable or the County owned, licensed
and/or leased computer hardware, software, code, systems, data, compilations of
data, or other property.

7. Source Code Protection. Contractor will have in place and will maintain an industry
standard security program which protects Contractor’s source code from a compromise by
Contractor’s subcontractors or any other third party.

8. Audit. County may conduct a security review of Contractor’s Security Program when
determined as reasonably required by County. Contractor will provide County copies of its data
privacy and security policies and procedures that apply to County Data. Subject to reasonable
notice, Contractor shall provide County an opportunity to conduct a privacy and security audit of
Contractor’s Security Program and systems and procedures that are applicable to the Services
provided by Contractor to County. Such audit may be conducted on-site by County personnel
or County’s contracted third party assessors or through surveys and interviews, at the option of
County. In the event that Contractor has any security audits or review of its own systems
performed by Contractor or a third party, including vulnerability and penetration assessments, it
will give County notice of any current findings that are likely to adversely impact County Data
and will keep County timely informed of its remediation efforts. If the audit reveals any
vulnerability, Contractor shall correct such vulnerability at its sole cost and expense and shall
certify the same in writing to County. Contractor shall use best efforts to correct all
vulnerabilities and provide County a report explaining corrective actions immediately but no later
than within thirty (30) days of completion of the audit, unless County agrees in writing otherwise.
Contractor's failure to procure audits or to complete corrections in a timely manner will be a
material breach of the Agreement.

9. Mobility and Transfer of Data. No Confidential Information, CPl, CPM or County Data shall
be stored, transported, or kept on a laptop or any other mobile device or storage media,
including USB, “thumb drives,” DVDs, CDs, unless encrypted using an encryption methodology
approved in writing by County. All electronic data transfers of County Data must be via secure
FTP or other County approved protocol and/or in approved encrypted form. Any physical
removal or transfer of County Data from County’s or Contractor’s facilities shall be conducted
only according to controls developed or approved by County.



10. Security Certification. Contractor must maintain a level of security certification or
assessment consistent with best practices and by a qualified third party reasonably acceptable
to County. Such certifications shall be provided to County as reasonably requested by County.

11. Segmentation. Contractor warrants that all County Data is maintained so as to preserve
segmentation of County Data from data of others.

12. Controls. The County agrees that Contractor is solely responsible for all testing and
auditing, including port scanning and penetration testing, of Contractor security controls.
Contractor shall provide results of such testing as requested by the County.

13. Penetration Testing. Penetration testing of the Contractor’s architecture is included at a
frequency of one per year at no additional cost. Contractor will coordinate with the current
Contractor penetration testing vendor and shall use best efforts to remedy any issues identified
immediately but no later than within thirty (30) days of reporting. At the County’s request
Contractor will provide the final report to the County once it has been verified it does not contain
information related to any other clients. Contractor’s failure to remedy and report the remedy in
a timely manner will be a material breach of the Agreement. Additional penetration tests or the
County specific penetration tests will be at the expense of the County and will be arranged
through Contractor’s vendor for penetration testing.

14.Security Policies. Contractor’s security policy is posted [Insert URL] and is made up of
the following documents:

¢ Acceptable Use Policy

e Access Control Policy

e Business Continuity Policy

o Data Destruction and Retention Policy
e Data Security Policy

¢ Disaster Recovery Policy

e Email Use Policy

¢ Encryption Policy

e Exception Request Policy

¢ Incident Management policy

¢ Internet Security Policy

¢ Mobile Device Policy

e Network Security Policy

e Password Policy

e Patch Management Policy

e Personnel Security and Termination Policy

¢ Physical Security Policy



e Privacy Policy

¢ Physical Security Policy

e Server Security Policy

e Scanning and Security Policy
e Server Audit Policy

e Third Party Access Policy

15. Hosting Security Standards. The hosting security standards for the Contractor or
Contractor’s Agent’s data center(s) (the “Data Center”) include:

e Physical Security

Video cameras
Motion sensors
Fire sensors
Locked doors with controlled access
Manned reception area

6. Visitor log
There are no external windows in the Data Center. In the Data Center, all physical
equipment is owned or leased by Contractor and/or Contractor's Agent and is subject to
terms herein for all such hosting services including without limitation the secure
management and monitoring of all components of the Services provided. Exterior perimeter
walls, doors, windows and the main interior entry door to the raised floor environment are
constructed of materials that afford UL rated ballistic protection. Vegetation and other
objects within the Data Center are maintained such that an intruder would not be concealed.
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Physical access mechanisms (e.g. access cards, biometric devices, man-traps and portals)
have been implemented and are administered by local operations staff to help ensure that
only authorized individuals have the ability to access the Data Center. Portals and Tdar
man-traps have been installed as an anti-tailgating measure in the Data Center lobby. All
access into and out of the Data Center is through either a portal or Tdar man-trap. The
portal/man-trap bypass doors are only to be used in the event an individual is unable to use
the portal or. man-trap. Examples include handicap, phobia or other restrictions on a case-
by-case basis. Tours and emergency Data Center security operations crews will be
permitted to use the Portal bypass door, when necessary. All security systems have
dedicated 24x7 UPS systems and standby emergency power support.

The Data Center incorporates video cameras, motion sensors, fire sensors, locked doors
with controlled access, manned reception area, visitor log, and glass break sensors in the
Data Center. There are no external windows in the Data Center. Video cameras are used in
the front entrances, emergency exits, secure areas, main lobby, elevators, general
employee areas, within the Data Center and monitoring the grounds and parking lots around
the Data Center. Security monitoring is recorded to digital files with a 90 day retention.
Tapes are rotated every 30 days and are stored offsite. Motion sensors are located on the
roof and are armed 24x7. The Data Center utilizes on-site and remote monitoring centers
and both are manned 24x7.



The Data Center requires a key-card for entry. Only three designated employees are
permitted to open the door to accept shipments or greet visitors. The Data Center is staffed
from 6 a.m. to 7 p.m. weekdays. Security guards patrol the building during unstaffed hours.
Video cameras are positioned in the areas surrounding the Data Center. All visitors must
sign in and be escorted at all times.

All persons requesting access into the Data Center must be positively identified. This
process requires the requesting person to submit valid (unexpired) Government issued
photographic ID at the desk and sign in and out of the Data Center. Visitors must be
approved by Contractor’'s personnel prior to arriving at the Data Center. The Data Center
incorporates secure badges, secure visitor badges, and biometrics. All visits must be
arranged in advanced, and all visitors are escorted at all times.

o Network Security

1. Every connection to an external network is terminated at a firewall.

2. Network devices are configured to prevent communications from unapproved
networks.

3. Network devices deny all access by default.

Security patches are regularly reviewed and applied to network devices.

5. Contractor follows a strict change management process which incorporates
Change Advisory Board review and approvals.

6. Communication through a network device is controlled at both the port and IP
address level.

7. There is a documented standard for the ports allowed through the network
devices.

8. Contractor prevents unauthorized devices from physically connecting to the
internal network.

9. There is an approval process to allow the implementation of extranet
connections.

10. There are regular scans for rogue wireless access points.

11. Contractor manages a SIEM (Security Information and Event Management) tool
to review any potential security, infrastructure and vulnerabilities.

12. Contractor subscribes to Contractor's Agent’s dedicated NIDS service and 24 x 7
incident response to monitor and respond to intrusion attempts.

13. The Data Center is compliant with SOC-1 and SOC-2.

s

16. Backup. Contractor uses daily on-site backups that are transferred offsite weekly. On-
site backups are in a secured tape library within the data center. The tapes travel to a
secure facility in locked storage. All of the County Data will be contained in a distinct
database that will follow the backup process set forth in the Agreement. Some systems are
not backed up because they do not contain any useful data and the recovery process is to
rebuild these systems.

¢ Full backups of the County’s repositories are performed daily at 11:30 p.m. CT.

¢ Incremental backups are performed every hour.



The backups are sent to tape every evening.

Backup tapes are tracked in the Data Center where the backup takes place.

Tapes are in locked containers before going offsite.

The containers are tracked in the offsite facility and are stored for thirty (30) days.

17. Disaster Recovery. Contractor's Disaster Recovery plan is structured in a recovery
team format. This format increases the efficiency by allowing departments to be recovered
concurrently. The plan provides critical recovery solutions, information and specific steps
required to be followed by each team member to ensure successful recovery. Contractor
has a Crisis Manager and leadership identified with responsibilities clearly assigned.
Alternates for each critical team member are identified to be involved in the event that the
team member is not available. The Disaster Recovery Plan is tested and updated at least
annually or when major changes warrant updating. A report of each Disaster Recovery test
is completed and any identified gaps and lessons learned are shared with leadership. Any
major gaps are prioritized and mitigated where ever possible. At the County’s request,
Contractor will provide the final report once it has been verified it does not contain
information related to any other clients.

Contractor also includes Business Continuity Plans (BCP) as part the annual testing efforts.
This includes a full BCP tabletop exercise with leadership engagement. A report of the
annual BCP test is generated and reviewed with leadership. Any gaps identified are
prioritized by leadership and are assigned and mitigated where ever possible before the
next BCP test if not before. At the County’s request, Contractor will provide the final report
once it has been verified it does not contain information related to any other clients.

18. County Data. The Contractor shall provide the County with all County Data upon
termination or at any earlier time in the format reasonably requested by the County at no
additional cost to the County. In addition, to the extent the County requests Transition
Services, the Contractor will provide such Transition Services as provided below. The return
of the County Data will either be provided once Transition Services are completed, or
earlier, as requested by the County. The Contractor shall not destroy the County Data until
such time as the County has confirmed successful access to the returned County Data.

18.1. “Transition Services” means those Services that are provided by Contractor to
County at the time of expiration or termination of the Agreement, Service Order, SOW, or
any other termination of Services, along with any new services that County may require
to transfer County Data, and the affected Services to County or to any third party
designated and authorized by County.

18.2.  “Transition Services Period” means a period of six (6) months, or as otherwise
described in the Agreement, Service Order or SOW, for the orderly transition of Services
and transfer of any County Data to County or another service provider, beginning upon
the expiration of the Agreement, Service Order, SOW, or other termination of Services.



18.3. “Transition Services Plan” is the written methodology and approach, including
Deliverables and timelines that Contractor will use to deliver the Transition Services
during the Transition Services Period.

18.4. Transition Services. In connection with the expiration or termination of the
Agreement, any Service Order, or SOW, for any reason, and notwithstanding any dispute
between the Parties, Contractor will provide Transition Services for the Transition
Services Period, or as otherwise agreed upon between the Parties as follows: (i)
Applicable Requirements and Access. At no additional cost Contractor will provide
County and any designated Third Party Service Provider in writing, to the extent
applicable, applicable standards, policies, operating procedures, and other
Documentation relating to the affected Services; (ii) Development of Transition Services
Plan. If requested by County, at Contractor’'s expense, Contractor will assist County and
its designated Third Party Service Provider in developing a Transition Services Plan; (iii)
Comparable Fees. Contractor shall provide the Transition Services during the Transition
Service Period at fees that are no greater than fees charged County for comparable
services prior to termination or if comparable services were not performed for County
prior to termination or expiration, then at fees no greater than the fees charged by
Contractor to other similarly situated customers or fair market value, whichever amount is
less; (iv) Post Transition Services Period. For up to three (3) months after the Transition
Services Period, at no cost to County, Contractor will answer all reasonable and pertinent
verbal or written questions from County regarding the Services on an “as needed” basis
as agreed to by the Parties, and deliver to the County any County owned reports
materials and information including without limitation any Confidential Information, CPI,
CPM, and County Data that might still be in the possession of Contractor; and (v)
Absolute Obligation. Contractor agrees that it has an absolute and unconditional
obligation to provide County with Transition Services and Contractor’s quality and level of
performance during the Transition Service Period will continue to adhere to all
requirements of the Agreement.

19. Data Retention. Contractor may continue to keep or maintain any County Data obtained in
the course of performance of the Services so long as the Agreement and the relevant Service
Order or SOW remains in effect and such use shall not extend beyond the termination of the
Agreement or the relevant Service Order or SOW except with respect to providing Transition
Services, provided that Contractor will provide a copy of the County Data upon termination or
expiration of the Agreement in accordance with Section XX or at any time requested by County.

20. Warranties.

20.1. Contractor warrants that the Services and Deliverables will not contain, and
Contractor, its employees or Contractor's Agents will not introduce through data
transmission or any other means, any virus, ransomware, malware, spyware, bomb,
worm, trap door, back door, Trojan horse, malicious logic, drop dead device, software
lock, disabling code or any other contaminant, program routine or disabling device,
including without limitation, any key, timer, clock, counter, local shared object/flash
cookies or other self-enacting device or limiting routines, codes, commands, or
instructions or other feature that may have the effect or that could be used to access,
track activity on, alter, delete, damage, deactivate, interfere with, disable or otherwise



harm any Service or Deliverable or the County owned, licensed and/or leased computer
hardware, software, code, systems, data, compilations of data, or other property.

20.2. Contractor warrants that (a) all Services and Deliverables will strictly comply,
function and perform in accordance with the functional requirements and specifications of
County or as otherwise identified in any and all specifications, criteria, requirements and
documentation specified or referred to in the applicable Service Order(s) and/or SOW(s),
(b) the Documentation, if any is to be provided, will be accurate, complete and sufficient
in detail to enable the End Users to use all of the functionality of the Services and
Deliverables without assistance from Contractor or any third party, (c) no information
transferred through or stored in or on the Services or Deliverables, while in the
possession or under the control of Contractor, will be subject to any loss of accuracy or
integrity or corruption, and (d) all Services or Deliverables will comply, function and
perform in accordance with all applicable laws and regulations. In the event that the
County discovers that any Services or Deliverables do not conform to and perform in
accordance with the specifications and requirements of the County, the County shall
promptly notify Contractor in writing of such nonconformance, and Contractor shall, at
Contractor's sole cost and expense, promptly re-perform Services to modify such
Services or Deliverable to make it conform, time being of the essence. In the event
Contractor is unable to qualitatively and functionally re-perform the Services or correct a
Deliverable within five (5) business days of County notice of the nonconforming Service
or Deliverable, County may seek and obtain a refund for the defective Services or
Deliverable. Contractor’s failure to properly remedy any failed warranty outlined above
shall not preclude County from exercising any other remedies available to it under the
Agreement or at law or equity.

20.3. Contractor represents and warrants that all third party materials required to operate
and fully utilize the Services or Deliverables will be fully disclosed to the County and are
commercially available to the County and unless otherwise identified in a Service Order
or SOW, no additional license fee or other costs will be incurred by County for use of the
Services. Contractor shall and hereby does assign and pass through to the County all
warranties, representations and indemnities granted to Contractor by third parties in and
with respect to such third party materials, or any component thereof, and all remedies for
breach of such warranties, representations and indemnities.
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EMPHASYS SOFTWARE AGREEMENT

This Agreement is entered into on the date set forth below, by and 3. PAYMENT TERMS
between Emphasys Computer Solutions, Inc. having its principal
place of business in Pembroke Pines, FL (hereinafter Emphasys);
and the Ramsey County having its principal place of business at
121 7th Place East, Suite 4000, St. Paul, MN 55101 (hereinafter
Licensee).

1. LICENSED SOFTWARE

1.1.

Emphasys grants to Licensee a nonexclusive,
nontransferable, non-assignable, non-perpetual, license
to use the software identified in Exhibit A (“Licensed
Software”), provided to Licensee as Software-as-a-
Service (“SaaS”), and Emphasys, as authorized agent,
grants to Licensee a nonexclusive, nontransferable, non-
assignable, non-perpetual, license to use the software
described in Exhibit A (“Other Licensed Software”).
The license is solely for Licensee's own use for its
internal data processing operations and solely on the one
computer system currently used by Licensee or delivered
to Licensee in an Emphasys provided hosted
environment (SaaS), purchased and delivered hereunder.

2. PROPRIETARY INFORMATION & NON-DIS-
CLOSURE
2.1. Emphasys considers the Licensed Software, including

2.2.
2.3.

24.

2.5.

2.6.

source code and Support Services, and all documents
related thereto, to constitute proprietary information to
Emphasys or to the principals for whom Emphasys is the
authorized agent. Title and full ownership, including any
modifications or revisions thereto, shall at all times
remain with Emphasys or its principal.

[Reserved]

Licensee agrees that it will not allow others to reverse
engineer, disassemble, de-compile or in any way tamper
with the Licensed Software.

Licensee shall take all reasonable steps to ensure that all
Licensed Software, in whatever form, and all documents
relating thereto, are held in confidence by Licensee, its
employees and consultants and are not disclosed or made
available to any third party not licensed by Emphasys,
without the prior written consent of Emphasys. Licensee
shall instruct all parties having access to the Software of
their obligations under this Article.

In the event of Licensee’s breach of this Article, as
determined by Emphasys, Emphasys shall have the right
to enjoin Licensee from further breach and obtain such
relief as may be determined by a court of competent
jurisdiction.

The parties explicitly acknowledge and agree that this
section is to be read in conformance with and is subject
to section 7.6 (Data Practices) of the Professional
Services agreement.

3.1.

3.2.

3.8

Emphasys shall have the right to withhold services and
be held harmless in the event scheduled payments due
hereunder remain outstanding for a period longer than
thirty-five days from the due date. Emphasys shall also
have the right to charge a reinstatement or collection fee
equal to 10% of any amount unpaid and overdue for this
period of time. In addition, Licensee shall be responsible
for paying for any third-party collection or legal costs
incurred by Emphasys as a result of additional collection
efforts.

In addition to any penalties that may be charged,
Emphasys reserves to right to assess and licensee agrees
to pay a service charge of one and one-half percent
(1.5%) per month or partial month on all past due
invoices.

Any sales-related taxes, whether specifically identified in
this Agreement or not, which are imposed currently or in
the future, by any authority with the power of taxation in
connection with this Agreement, shall be paid by
Licensee. If Licensee is exempt from taxation, Licensee
shall provide Emphasys with a Certificate of Exemption
upon request.

4. WARRANTY

4.1.

4.2.

4.3.

Emphasys warrants that it is the owner of the Licensed
Software and Documentation and that Emphasys has the
right to sublicense such Licensed Software or Other
Licensed Software, as applicable. Emphasys further
warrants that no portion of the Licensed Software or
Documentation infringes on the intellectual property
rights of any third party.

Emphasys warrants that the Software will be free from
defects in material and workmanship and shall
substantially comply with Emphasys’ then current
documentation provided to County at the time of
installation. The warranty period of thirty (30) days
commences immediately following initial Software
installation.

These warranties will only be valid when the Software is
used by Licensee in an appropriate and reasonable
manner consistent with normal usage and management
of such Software. The exclusive remedy of Licensee for
breach of these warranties is that Emphasys shall be
required to correct, repair, adjust or modify the Software
if such defect in material or workmanship occurs and is
reported by Licensee in writing within the appropriate
warranty period. Emphasys shall not be responsible or
liable for damage to the Software caused by the
negligence or intentional misconduct of Licensee, the
tampering with or modification of the Software by
anyone other than Emphasys' authorized personnel, or
damage to the Software occurring by virtue of electrical
malfunctions.



4.4.

4.5.

4.6.

4.7.

These warranties do not extend to any Software to which
repairs or modifications have been performed by
Licensee or persons not authorized by Emphasys, unless
such repairs were performed with the prior written
consent of Emphasys.

Emphasys warrants that all Services provided pursuant to
this Agreement will be performed in a workmanlike
manner in accordance with reasonable commercial
standards. This warranty shall extend for thirty days
following completion of the particular Service, and
Emphasys shall correct all Services not so performed if
brought to Emphasys' attention in writing within the
warranty period.

Emphasys provides no warranties for hardware
Equipment and related system software beyond that
provided by the manufacturer.

THE WARRANTIES PROVIDED IN THIS SECTION,
ALONG WITH THOSE IN THE PROFESSIONAL SERVICES
AGREEMENT (PSA), ARE IN LIEU OF ALL OTHER
WARRANTIES, EXPRESS OR IMPLIED. THERE
ARE NO WARRANTIES THAT EXTEND BEYOND
THE FACE HEREOF, INCLUDING, BUT NOT
LIMITED TO, WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE.

5. LIMITATION OF LIABILITY

5.1.

Liability of Emphasys shall in no event exceed the
$65,000. Except for acts of willful misconduct, in no
event shall Emphasys be liable to Licensee or any third
party for indirect, incidental, special, consequential, or
exemplary damages of any kind arising out of the
existence, furnishing, functioning or the use of the
Equipment, Software or Services provided hereunder,
even if Emphasys has been advised of the possibility of
such damages.

6. SUPPORT

6.1.

6.2.

6.3.

Emphasys shall provide Support included as part of the
annual SaaS fees, commencing on the Effective Date.
This Agreement shall automatically renew for additional
terms of one (1) year each unless either party provides
the other with written notice of termination at least one
hundred twenty (120) days prior to the expiration date of
the initial term or of any subsequent one-year term. SaaS
Fees are based on a 5-year term

Effect of Termination. Upon termination of this
Agreement the Licensee shall immediately cease all use
of the Licensed Software, and within thirty (30) days of
the termination date the Licensee shall (1) uninstall the
Licensed Software from all of the Licensee’s computers,
(2) provide written notice to Emphasys attesting to the
removal of the Licensed Software.

The prices of this agreement are fixed for the first five

years according to the Professional Services Agreement
(PSA) and Exhibit A, License and Service Fees.

6.4.

6.5.

6.6.

6.7.

6.8.

Thereafter, Emphasys shall be entitled to increase its fees
by no more than 5% for Saa$ at the time of each optional
renewal via the Amendment process which requires
negotiation and written agreement of the parties.

Emphasys agrees to provide Standard Support, as
defined in this Agreement, for the Licensed Software
licensed to Licensee. Emphasys agrees to provide
Standard Support to enable the Licensed Software to
perform substantially without interruption and error, and
in Substantial Compliance with the then current
Documentation and the then current Mandated Changes.

Emphasys is to provide support to Licensee for technical
issues arising from the Licensed Software
malfunctioning relative to the functionality described in
the Documentation. Any additional services to support
Licensee are outside the scope of this Agreement.

“Software for Life”: Licensee shall be entitled to
Upgrades without having to repurchase Emphasys
proprietary software licenses. During the term of this
Agreement, Licensee shall be entitled to any
substantially equivalent future Upgrades of that
originally licensed module at no additional license fee,
provided that all related SaaS fees have been paid since
the original licensing of that module. Licensee is
responsible for purchasing any third party required
product (hardware or software) and Services required to
properly implement the Upgrade.

Audits: During the term of this Agreement, Licensee
will maintain complete records regarding software
modules installed or purchased, or any other measure
upon which Saas fees are based. Upon reasonable notice
to Licensee, Emphasys may audit, at Emphasys’
expense, Licensee’s unit counts, software modules
installed, and other relevant measures and supporting
records to determine its compliance hereunder. County
will be notified of items to be terminated or expired
(removed from system) to allow the County to determine
if they need to obtain the data for their internal records.

Standard Support means the following services shall be
provided by Emphasys to Licensee at no additional cost
to Licensee:

6.8.1. Technical troubleshooting and assistance with
Licensed Software in order to restore the Licensed
Software’s functionality to its operational condition
prior to any known errors and to comply with
related published Documentation, the current
published software manuals and Mandated
Changes.

6.8.2. Corrections of errors, interruptions, malfunctions
or defects in the Licensed Software to enable the
Licensed Software to substantially conform to
published Documentation.



6.8.3. Assistance with errors caused by routine Software
Fixes or Enhancements that are correctly installed,
as directed in writing by Emphasys.

7. RESPONSIBILITIES OF LICENSEE

7.1.

7.2.

7.3.

7.4.

Request for Service. At any time, Licensee may report
its request for service using Emphasys’ dedicated support
800-support number or e-mail. If Licensee believes that
the Support Event is a High priority, Licensee shall make
every reasonable effort to determine if the event is
hardware or software-related prior to requesting support
from Emphasys.

Standard Required Information. When contacting
Emphasys for Standard Support, Licensee shall provide
the following information: Licensee name, phone and
contact person, the name of the Licensed Software
module (e.g., General Ledger, etc.), the menu item that
was selected and the exact difficulty that was
experienced. Licensee understands and agrees that its
full cooperation and assistance are necessary for
Emphasys to properly respond to a request for service.
Licensee is responsible for notifying Emphasys of any
Licensed Software problems and providing written
documentation of Licensed Software problems with
specific examples.

Install Latest Third Party Software. Licensee agrees
to install in their live environment the latest released
version of Third Party Software, for example, Microsoft
Windows that is used by and compatible with the
Licensed Software within two (2) years of general
release by said third party. During such two (2) year
period, Emphasys shall use commercially reasonable
efforts to continue to support the Licensed Software
using Licensee's version of the Third Party Software. In
the event a Third Party Software product or version
thereof is discontinued, phased-out or no longer
supported by its owner, Emphasys' obligation to support
that Software shall cease.

Reasonable Access. Licensee agrees to provide those
Emphasys personnel involved with the operation and
support of the Licensed Software reasonable access to
perform activities necessary to fulfill its obligations
under this Agreement Licensee will also provide its own
Internet access and connection. Such provision shall be
operable prior to initial software installation and shall
remain operable for the duration of Emphasys’ obligation
to Licensee for software support services.

7.5.

7.6.

7.7.

Data for Support. Licensee will make available to
Emphasys, on a reasonable basis, data necessary for the
successful support of the Licensed Software. All such
data shall be considered to be Licensee’s Proprietary
Information, and Emphasys shall retain same in strict
confidence and shall not use or disclose such Proprietary
Information except to the extent necessary to perform
services hereunder.

Modifications by Licensee. In no event shall Emphasys
be liable or responsible for correcting any errors or
damage resulting from changes or modifications to the
Licensed Software made by Licensee.

Designated Licensee Contact. It is the intent that only
Licensee designated contacts or, in their absence, their
assignees initiate support calls to Emphasys.

8. GENERAL

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

Site Location: The Equipment and Software shall be
located at the following address: Microsoft Azure
Hosting Site.

Export: The Equipment and Licensed Software furnished
by Emphasys herein and any direct products thereof are
presently considered licensable commodities and are
regulated by the U.S. Department of Commerce. In order
to either export said commodities from the United States
or to re-export same from any country, a valid license
from the U.S. Department of Commerce is required.
Diversion contrary to United States Law is prohibited.

Assignment: The rights under this Agreement shall not
be assigned by Licensee without the written consent of
Emphasys.

Severability: If any provision of this Agreement shall be
held to be invalid, illegal or unenforceable, the validity,
legality and enforceability of the remaining provisions
shall not in any way be affected or impaired.

Waivers: Any waivers by either party of a breach of any
provision to this Agreement shall not operate as, or be
construed as, a waiver of any other provision of this
Agreement. The failure of a party to insist upon strict
adherence to any term of this Agreement on one or more
occasions shall not be considered a waiver or deprive that
party of the right thereafter to insist upon strict adherence
to that term or any other term of this Agreement.

Headings: The paragraph headings used herein are for
convenience of reference only and shall in no way be
deemed to define, limit or add to any of the provisions
hereof.



Exhibit A
to
EMPHASYS SOFTWARE AGREEMENT
By and Between
Emphasys Software and Ramsey County, Licensee
Effective Date August 03, 2022

Licensed Software:

Investment Management (SaaS)
General Ledger Module & Interface - Creation and export of journal entries to PeopleSoft
Market Pricing — Once per month pricing of portfolio

Authorized Users: 3 concurrent user access

Any other Software licensed during the Term as described in this Exhibit, any amendment hereto or
any purchase order issued by Licensee and accepted by SymPro.

License and Service Fees:
a. License and Service Fees:

Total SaaS Fee $12,000
Annual Maintenance and Support Included
Setup and Training: $5,000

Includes trainings*&, implementation,
Conversion of open investment positions for current fiscal

*travel expenses for onsite training if necessary are not included
and will be invoiced as incurred

Year One Total Fees $17,000

Investment Management Yearly SaaS Fee

Year 2 $12,000
Year 3 $12,000
Year 4 $12,000
Year 5 $12,000

Payment Schedule:

SaaS fees will be invoiced upon the system being made available in the Emphasys Microsoft Azure
Hosting Environment.

Professional service fees and training will be invoiced as services are performed.



Exhibit B
to
EMPHASYS SOFTWARE AGREEMENT
By and Between
Emphasys Software and the Ramsey County, Licensee
Effective Date August 03, 2022

Annual Support and Maintenance Plan

The following SymPro Support and Maintenance Plan applies as of the Effective Date. After the initial 5-year term,
Emphasys reserves the right to change this Plan at any time, with 60 days written notice. All changes will be posted at its
website: www.sympro.com and will become effective as of the next Renewal Term. However, any Support and Maintenance
Plan will include at least the following essential elements:

Priority service from technical support and client service representatives
Free SymPro version corrections and enhancements released in the license and service term
Access to the SymPro Internet Site for Support (www.sympro.com)

Unlimited telephone technical support in the following areas:

Configuring of SymPro Software
Operational Questions, including standard SymPro reports
Data entry support for all investment types supported within SymPro, including:

Investments
Certificates of Deposits + Rolling Repurchase Agreements
Negotiable Certificates of Deposits * GNMA, Pass Through
Checking Accounts * Bankers Acceptances
Commercial Paper + Corporate Bonds
Commercial Paper Discount - Medium Term Notes

United States Treasury Issues, Coupon & Discount
Federal Agency Issues, Coupon & Discount

Tele-consultation is provided during normal business hours (9:30AM TO 8:00PM — Eastern Time), Monday through Friday for
questions dealing with the operations of the Licensed Software on Designated Equipment. Support issues may be reported via
voicemail (510-655-0900 Selection 2), fax (510-655-4064), or email (support@sympro.com), 24 hours a day. Answers to
“Frequently Asked Questions” are available at www.sympro.com, 24 hours a day. The resolution of some issues may require
that Licensee provide Emphasys with a copy of Licensee’s data. Licensee agrees to provide Emphasys with a copy of their data
for the purpose of resolving Licensee’s issue and Emphasys agrees to maintain data in conformity with the Minnesota
Government Data Practices Act, Ch. 13, will use it only for the resolution of the Licensee’s issue.

Not Included: Consulting on issues concerning investment accounting matters, specific financial or investment matters,
research on investments not supported within the Licensed Software, or data entry for investments not supported in the Licensed
Software system are not included.


http://www.sympro.com/
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